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Harnessing emerging trends and leveraging innovation to create business
value can help industries to stay relevant and competitive. In the financial
service industry, new IT trends are disrupting the marketplace of traditional
financial institutions and intermediaries in the delivery of financial services
– they are also providing interesting opportunities to the institutions and
partners who are able to integrate them intelligently. In addition to shaping
the global financial services and information technology industries, FinTech
is creating exciting new avenues for doing business.
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Proposed editorial highlights:
INNOVATION. What are some of the notable innovative solutions that are transforming the financial
industry?
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COLLABORATION. We highlight FinTech leaders and examples of collaboration bringing major institutions and startups together.
REGULATION. How do regulators ensure established financial institutions and new FinTech businesses
are treated fairly in the age of services like web-based peer-to-peer lending or crowdfunding?
BIG DATA. How are massive quantities of available data and real-time analytics changing traditional
business models?
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We’ve had a long history of producing engaging print and digital features. Select a link below to view a previous feature.
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Safely navigating the digital age
T

PREVENTION TIPS
Use strong passwords
Use different user ID/password
combinations for different
accounts and avoid writing them
down. Change them regularly.
Secure your computer
Activate your firewall, use antivirus/malware software and block
spyware attacks.
Be social media savvy
Make sure your social networking
profiles are set to private, and be
careful what information you post.
Secure your mobile devices
Your mobile device is vulnerable
to viruses and hackers. Download
applications from trusted sources.
Install the latest operating system
updates
Keep your applications and
operating system current.
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INVESTMENT

Living in a hyper-connected world brings certain advantages. But with them comes a host of cyber threats that affect
increasing numbers of people and businesses every day.

echnology allows Canadians to
be more and more connected.
Citizens, businesses, organizations and governments are increasingly
relying on electronic communications
and transactions that offer convenience
and efficiency but may also increase the
risk of cyber security breaches.
Brent Mizzen, assistant vice-president
of underwriting and policy at the
Canadian Life and Health Insurance
Association (CLHIA), says, “We live and
work in a faster-paced environment
these days, and one of the themes we
hear is that cyber threats are constantly
evolving. You may be prepared for one
threat today and faced with a different one tomorrow,” he says. “We are
also observing an increasing level of
sophistication.”
As examples, Mr. Mizzen points to
phishing emails, which attempt to
obtain sensitive information such as
usernames, passwords or financial
details, and ransomware, a type of
malicious software designed to block
access to a computer system until a
payment is made. “In the past, it was
easier to identify fraudulent messages,
but now those emails often look legitimate,” he says.
While cyber attacks are most commonly committed for financial gains,
they can also be politically motivated
or designed to compromise and embarrass organizations. Along with security threats, Canadians are frequently
targeted with false or misleading
information.
“Two trends becoming more of an
issue for consumers are fake online
reviews or endorsements and undisclosed sponsored content on social
media,” says John Pecman, Canada’s
Commissioner of Competition. “It is
crucial that consumers are provided
with unbiased, accurate information
that allows them to make informed
decisions. That’s why the enforcement
of deceptive marketing practices cases
in the digital economy is a top priority
for the Competition Bureau.”
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SPO N SO R CO N TEN T

CYBER SECURITY

Canadians’ widespread social media and online presence makes it easier than
ever for scammers to find out information and misrepresent themselves as
someone who shares common interests and likes. ISTOCKPHOTO.COM
Mr. Pecman believes Canadians need
to remain vigilant and question the
authenticity of any representations
they see online. “It’s easier than ever
for scammers to find out information
about you via your social media presence and misrepresent themselves as
someone who shares common interests
and likes,” he explains. “They can then
tailor a scam to appeal to you directly,
such as asking for donations for a particular cause, sending you information
on ‘great deals’ for fashion or home
items, or even convincing you to participate in a pyramid scheme or other
illegitimate online business ventures.”
He adds that the Competition Bureau
regularly issues consumer alerts to
ensure that consumers are educated on
the various types of scams and know
how to recognize them and what to do
if they become victims.
Mr. Mizzen says that when potential
cyber incidents – such as the presence of malware, viruses or other
threats – occur, many organizations
receive notifications. Due to the often
significant volume of those alerts, it is

important to be able to identify those
that demand immediate action.
“Since cyber threats cross borders
and move from one jurisdiction to another quite quickly, and are constantly
evolving – it can be tough to deal with
an issue in isolation,” says Mr. Mizzen,
who recommends a collaborative
approach.
Government, organizations and businesses have to take responsibility for
implementing practices and procedures
that ensure their and their clients’
information is protected, he says. For
instance, cyber security is a priority for
the Canadian life and health insurance
industry, which protects over 28 million Canadians and makes more than
$84-billion a year in benefit payments
to residents in Canada. To this end,
the industry adopts secure business
practices and collaborates on cyber
security efforts. In addition, the CHLIA
supports promoting awareness of best
practices among the general public.
Resources organizations can turn to
include: the Canadian Cyber Incidents
Response Centre, which focuses on the
protection of national critical infrastructure; the Financial Services Information
Sharing and Analysis Center, a U.S.based information-sharing mechanism
for information on threats to financial
sector subscribers; and the Canadian
Cyber Threat Exchange.
Collaboration and timely informationsharing between multiple programs can
facilitate a faster and more effective
response, says Mr. Mizzen. He also
welcomes government action towards
improving Canada’s preparedness, such
as the recent consultation by Public
Safety Canada on cyber security.
Mr. Mizzen sees public awareness
and education as key. “Since Canadians
are using technology at an earlier age,
it makes sense that education should
start early,” he says. “If we can embed
awareness about the risks and secure
practices into our culture and day-to-day
habits, we can get the best out of our
technology use.”
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So, how is your
portfolio
performing?
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Not sure.
I find investing
confusing.

I wish there was a
clearer way to see
exactly what’s going
on with my money.

SECTION IFIC

You’ve worked hard for your money
and made short-term sacrifices to save
and invest for your future. But perhaps
you don’t feel entirely confident
that you have a clear picture of your
investment performance and the fees
you pay. Or maybe you’ve even put off
getting started because it all just feels
too complicated.

NEXT STEPS? Contact Globe and Mail
Project Manager RICHARD DEACON at 604.631.6636, or via e-mail at rdeacon@globeandmail.com
New standards will help investors better understand
Protect your data
Use encryption for your most
sensitive files and store them
securely.

Secure your wireless network
Make sure your home Wi-Fi
network is secured, and avoid
conducting financial or corporate
transactions on public Wi-Fi, a.k.a.
“hot spots.”

Avoid being scammed
Think before you click on a link
or file of unknown origin. Don’t
reply to emails asking for private
information, user ID or passwords.

“If we can embed
awareness about the risks
and secure practices into
our culture and day-to-day
habits, we can get the best
out of our technology use.”
Brent Mizzen
is assistant vice-president of
underwriting and policy at the
Canadian Life and Health Insurance
Association

Call the right person for help
If you suspect a computer crime,
identity theft or commercial scam,
report this to your local police.
Source: RCMP

STRATEGY

Proactive approaches key to securing financial information

B

anking has become a whole
lot easier over the last decade,
with more and more customers
opting to use tablets, cell phones and
wearable devices to do their financial
transactions rather than visiting their

bad guys looking for ways to compromise preventative security controls.”
Quoting Juniper, a British security consultancy, Mr. Rampado says
breaches of the global financial system
exceeded $400-billion (U.S.) in 2015

the sports that you play, he says. The
“script kiddies” of yesteryear – young
people who used existing computer
code to hack systems – have been
replaced by organized crime and
even nation states that routinely trade

scape to anticipate potential threats so
they can detect and respond quickly.”
Furthermore, Canadian consumers
ultimately need to be held more accountable for protecting against cyber
breaches, he says. They can do their

Help is on the way.

their investments and make informed choices

F

or Canadian investors, the stakes
have never been higher. Fewer
than ever will have employersponsored pensions to rely on in
the 20 to 30 years they’re likely to
live after their last paycheque. With
interest rates perilously low, equity
market participation is essential –
even as heightened volatility and
economic uncertainty make it more
uncomfortable.
Alongside these profound shifts,
Canada’s funds industry has grown
exponentially, innovating to provide a
wealth of valuable services and products. But as offerings have expanded,
so has complexity, along with the
challenges of communicating with
investors with a broad spectrum of
individualized needs.
Over the next year, the funds industry will hit the proverbial reset button,
introducing changes designed to
deliver greater clarity, ease of access

Ontario Securities Commission regulator. “The whole concept behind this
is giving investors more information
in a way that helps them understand
what is happening in their investment
accounts.”
The aim is ambitious, and seen
throughout the industry as crucial: to
collectively advance understanding
and help investors get the most out
of their relationships with advisers.
Consistency across sectors and companies is a primary goal, says Ms.
Cowdery. “Everyone will be giving
performance information to their clients in the same way. It’s building on
information the industry has always
provided investors, in a format that will
make it easier for them to understand
their results and compare performance
of different investments. Additional
information will also help them clearly
understand the cost they pay for advisory and distribution services.”

“The industry recognized early on
that, for the benefit of investors, we
needed to address these changes
co-operatively,” says Joanne De
Laurentiis, president and CEO of the
Investment Funds Institute of Canada
(IFIC). In fact, IFIC’s CRM2 initiatives
leveraged the contributions of the
greatest number of industry volunteers contributing to a single issue
in the organization’s 53-year history.
One outcome of this unprecedented collaboration is two model
reports released in the spring of 2015.
If all dealers follow this approach, the
resulting consistency – along with
clarity of language and design – will
make it easier for all mutual fund
investors to understand the breadth
of distribution and advisory services
they receive, what they pay and
whether they are on track to meet
their financial goals.
“Together, we’re working to pro-

those surveyed agreed that they trust
their advisers to give them sound
advice, and nine out of 10 agreed
that they obtain better returns than
they would if investing on their own.
But as CRM2 changes will highlight
fees paid, it will become even more
important for advisers to articulate
their value as they help investors
manage costs.
“The financial well-being of Canadians is a core value of our industry,”
says Ms. De Laurentiis. “Advisers
work hard every day to instill effective savings and investment habits
through one-on-one conversations
with clients. We support these efforts
by creating clear, plain-language
materials.”
IFIC has also created a cross-sector
task force to develop a consistent
body of smart practices that will help
advisers better prepare clients for the
possible loss of cognitive skills asso-

Sources: Vividata Q2 2015 Study – Age 18+, comScore MediaMetrix Q4 Average 2015
“Our ultimate goals are to
improve understanding,
build financial confidence
and enhance decisionmaking – because we
know that informed
investors make better
decisions...”
Joanne De Laurentiis
is president and CEO of the Investment Funds Institute of Canada
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